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QUALIFICATION DETAILS
	Qualification number/Te nama o te tohu mātauranga
	3837

	English title/Taitara Ingarihi
	New Zealand Diploma in Cybersecurity (Level 6)

	Māori title/Taitara Māori
	

	Version number/Te putanga
	3
	Qualification type/Te momo tohu
	Diploma

	Level/Te kaupae
	6
	Credits/Ngā whiwhinga
	120

	NZSCED/Whakaraupapa
	029901 Information Technology>Other Information Technology>Security Science

	Qualification developer/Te kaihanga tohu
	Toi Mai Workforce Development Council

	Review Date /Te rā arotake 
	XXX



OUTCOME STATEMENT/TE TAUĀKI Ā-HUA
	Strategic Purpose statement/ Te rautaki o te tohu

	The purpose of this qualification is to provide Aotearoa New Zealand with people who have attained internationally transferable industry-relevant knowledge and technical skills that will equip them to work in entry-level roles in the specialised field of cybersecurity, or to proceed to further study.      
Businesses, organisations and communities will benefit from having cybersecurity professionals who have developed a security mindset and who are able to identify, mitigate and respond to cybersecurity risks and incidents, and help assure information and systems security, integrity and availability.        
Graduates will be capable of operating within the applicable professional standards and practice, both independently and as part of a team.



	Graduate Profile/Ngā hua o te tohu

	Graduates of this qualification will be able to:
· Analyse organisational contexts from a security perspective using information management principles and terminology, data inputs, organisational strategy and processes, outputs, systems, and stakeholders' roles and responsibilities.  
· Analyse an IT environment's technology stack from a security perspective and identify issues that could impact organisational performance and business risks.  
· Apply knowledge of risk management frameworks to perform cybersecurity risk assessments and communicate the results to support the organisational risk management process.  
· Assess, select, plan, implement and validate cybersecurity approaches and controls to support organisational objectives and operations.  
· Analyse cybersecurity events, perform security incident classification, and apply relevant security incident handling techniques, whilst participating in an incident handling process.  
· Analyse the legal, privacy and ethical impacts of the regulatory environment and organisational decisions, to advise decision makers on cybersecurity implications and organisational obligations applicable to a particular situation.  
· Behave with integrity as a responsible IT professional, in accordance with legal and organisational regulatory requirements, applying professional and ethical practices.  
· Apply communication, information design, teamwork, personal, and interpersonal skills, to enhance working effectiveness, efficiency, and quality outcomes in a variety of situations in an organisational environment.  
· Apply project management tools and techniques, using knowledge of project planning, management and control, to an IT related project, to analyse and solve problems.



	Education Pathway/ Ngā huarahi mātauranga

	This qualification provides an education pathway from:    
- New Zealand Diploma in Information Technology (Level 5) with strands in Infrastructure and Technical Support, Software Development, and Applied Digital Technologies. [Ref: XXX]     
- New Zealand Diploma in Software Development (Level 6) [Ref: 2604]    
or other Level 5 IT related qualifications     
or relevant industry experience, to specialised re-training into the field of cybersecurity.    
    
This qualification provides a pathway to further specialisation through industry specific training in specialist fields of cybersecurity, and industry certifications.      
    
Other education pathways include higher level IT related qualifications and industry certifications.



	Employment, Cultural, Community Pathway/ Ko ngā huarahi ā-mahi, ā-ahurea, ā-whānau, ā-hapū, ā-iwi, ā-hapori anō hoki	

	Graduates of this qualification will have the skills and knowledge to gain employment in entry-level roles in the specialised field of cybersecurity such as security analyst, security tester, security administrator, incident analyst, information assurance analyst, security assessor/auditor, security engineer, security developer or other cybersecurity related support roles.     
Graduates will also have the skills and knowledge to progress into more advanced roles including cybersecurity analyst, engineer or manager.



QUALIFICATION SPECIFICATIONS/ NGĀ TAUWHĀITITANGA O TE TOHU
	Qualification Award/ Te whakawhiwhinga o te tohu
	This qualification may be awarded by any education organisation with an approved programme or accreditation to deliver an approved programme leading to this qualification.

	Evidence requirements for assuring consistency/ Ngā taunaki hei whakaū i te tauritenga 
	Evidence requirements should include:
· an overview of the mapping of the programme learning outcomes and assessments to determine that the graduate profile outcomes of the qualification will be met;
· effective internal and external moderation systems and processes, including analysis of results to determine whether the graduate outcomes of the qualification were met;
· analysis of graduate destination data and actions taken or proposed from results and feedback.  This includes consultation with graduates, employers, stakeholders and next tutors to obtain destination information and end-user feedback specifically assessing whether the graduates have met the  graduate profile outcomes of the qualification. 

	Minimum standard of achievement and standards for grade endorsements/ Te pae o raro e tutuki ai, ngā paerewa hoki hei whakaatu i te taumata o te whakatutukinga
	Achieved.


	Other requirements for the qualification (including regulatory body or legislative requirements)/ Kō ētahi atu here o te tohu (tae atu hoki ki ngā here ā-hinonga whakamarumaru, ki ngā here ā-ture rānei)
	Current legislation and regulations can be accessed at: www.legislation.govt.nz/.  
Current AS/NZS standards can be accessed at: www.standards.govt.nz/.
Relevant codes of ethics and professional practice, including the following, which can be accessed at:
· ITP Code of Ethics: https://itp.nz/codeofethics .
· ITP Professional Practice Guidelines, including the ITP Code of Practice and ITP Professional Knowledge Curriculum: https://itp.nz/practice-guidelines .
· NZISM (New Zealand Information Security Manual) www.nzism.gcsb.govt.nz/ism-document.
Computer Emergency Response Team (CERT NZ) provides up-to-date, actionable advice on current threats and vulnerabilities, as well as guidance on mitigation and cyber security best practice, available at www.cert.govt.nz/it-specialists.

	General conditions for programme/ Ngā tikanga whānui o te hōtaka 
	Diversity and inclusion  
Programme design must:
· honour ngā kaupapa o te Tiriti o Waitangi (the principles of the Treaty of Waitangi);
· embed approaches to learning/assessment which reflect te ao Māori perspectives of Pacific communities, and cultural and educational needs of individual ākonga/learners;
· encourage greater diversity and inclusion within the professional IT workforce in Aotearoa;
· support/promote learning that exposes ākonga/learners to a range of cultural values and perspectives that include diverse world views.
Practical requirement 
Learning in programmes leading to this qualification must take place in a realistic practical setting which incorporates industry standard technologies..



CONDITIONS RELATING TO THE GRADUATE PROFILE /NGĀ TIKANGA E HĀNGAI ANA KI NGA HUA O TE TOHU
	Qualification outcomes/ 
Ngā hua
	Credits/
Ngā whiwhinga
	Conditions/
Ngā tikanga

	1
	Analyse organisational contexts from a security perspective using information management principles and terminology, data inputs, organisational strategy and processes, outputs, systems, and stakeholders' roles and responsibilities.
	10 credits
	

	2
	Analyse an IT environment's technology stack from a security perspective and identify issues that could impact organisational performance and business risks.
	15 credits
	

	3
	Apply knowledge of risk management frameworks to perform cybersecurity risk assessments and communicate the results to support the organisational risk management process.
	20 credits
	

	4
	Assess, select, plan, implement and validate cybersecurity approaches and controls to support organisational objectives and operations.
	25 credits
	

	5
	Analyse cybersecurity events, perform security incident classification, and apply relevant security incident handling techniques, whilst participating in an incident handling process.
	15 credits
	

	6
	Analyse the legal, privacy and ethical impacts of the regulatory environment and organisational decisions, to advise decision makers on cybersecurity implications and organisational obligations applicable to a particular situation.
	5 credits
	

	7
	Behave with integrity as a responsible IT professional, in accordance with legal and organisational regulatory requirements, applying professional and ethical practices.
	10 credits
	

	8
	Apply communication, information design, teamwork, personal, and interpersonal skills, to enhance working effectiveness, efficiency, and quality outcomes in a variety of situations in an organisational environment.
	10 credits
	

	9
	Apply project management tools and techniques, using knowledge of project planning, management and control, to an IT related project, to analyse and solve problems.
	10 credits
	



TRANSITION INFORMATION/ HE KŌRERO WHAKAWHITI
	Replacement information/ 
He kōrero mō te whakakapi  
	N/A

	Additional transition information/ Kō ētahi atu kōrero mō te whakakapi
	Version Information
This qualification was reviewed in XXX 2025. Please refer to Qualifications and Assessment Standards Approvals for further information.
The last date of assessment for programmes leading to version 2 of this qualification is 31 December 2027.
People currently enrolled in programmes leading to version 2 of this qualification may either complete that qualification before 31 December 2027 or transfer to version 3.
It is anticipated that no existing candidates will be disadvantaged by these transition arrangements. However, anyone who feels that they have been disadvantaged may appeal to Toi Mai Workforce Development Council at the address below. Appeals will be considered on a case by case basis.
Toi Mai Workforce Development Council.
PO Box 445
Wellington 6140

Email: qualifications@toimai.nz
Website: www.toimai.nz
Phone: 04 909 0316
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