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Overview
The purpose of this document is to provide guidance for providers intending to offer programmes leading to the New Zealand Diploma in Information Technology (Level 5) with strands in Infrastructure and Technical Support, Software Development, and Applied Digital Technologies. It reflects expectations for the design and delivery of programmes leading to this qualification which have been informed by the Skills for the Information Age (SFIA) framework.
Qualification Strategic Purpose statement
The purpose of this qualification is to provide Aotearoa New Zealand with graduates who have developed a broad understanding of core Information Technology (IT) concepts and practical skills, with a focus on Infrastructure and Technical Support, Software Development, or Applied Digital Technologies.
Graduates will have foundational knowledge of the IT environment and, depending on their chosen strand, will be able to provide effective technical support (Infrastructure and Technical Support); contribute to software development activities (Software Development); or apply digital technologies to drive innovation and improvements in organisations across sectors (Applied Digital Technologies). They will be capable of operating within professional standards and practices, working both independently under broad supervision and collaboratively as part of a team.
Graduates will also contribute to the broader digital wellbeing of their communities by supporting digital capability and inclusion, mentoring others, and promoting the responsible use of technology. At a local level, graduates will help strengthen community resilience and participation in the digital economy.
General conditions
Programme Design
The table in the appendix below maps each Graduate Profile Outcome (GPO) to relevant skills from the SFIA 9 framework—the latest version of the Skills Framework for the Information Age. Skills are listed according to SFIA’s structure: category, subcategory, and skill name. Each skill is accompanied by a high-level overview of its associated activities, intended to guide programme developers in shaping course content and assessment.
These overviews represent broad descriptors of each skill. SFIA also defines multiple levels of responsibility for each skill, indicating the complexity and scope of activities at different levels. For the purposes of this qualification, programme developers should use the skill overviews to inform and articulate learning outcomes and assessment strategies. While all skills aligned to a GPO should be addressed, the specific content and level of emphasis may vary depending on the programme’s context and focus.
In general, the expected level of engagement with each SFIA skill falls within levels 2 to 4, as appropriate to the capabilities of graduates at Level 5 on the NZQF.

Diversity and Inclusion
Programme design must:
· honour ngā kaupapa o te Tiriti o Waitangi (the principles of the Treaty of Waitangi); 
· [bookmark: _Hlk108795870]embed approaches to learning/assessment which reflect te ao Māori, perspectives of Pacific communities, and cultural and educational needs of individual ākonga/learners
· encourage greater diversity and inclusion within the professional IT workforce in Aotearoa;
· support/promote learning that exposes ākonga/learners to a range of cultural values and perspectives that include diverse world views.
Practical requirement
Learning in programmes leading to this qualification must take place in a realistic practical setting which incorporates industry standard technologies.
Codes of practice
The ITP Code of Ethics and Code of Practice outline the expected standards of behaviour for IT practitioners in New Zealand and provide guidelines on professional practice more generally.
Legislation
Relevant legislation is available at https://legislation.govt.nz and includes:
· Copyright Act 1994
· Copyright (New Technologies) Amendment Act 2008
· Electronic Transactions Act 2002
· Harmful Digital Communications Act 2015
· Health and Safety at Work Act 2015
· Privacy Act 2020
· Unsolicited Electronic Messages Act 2007


Skills and knowledge to be covered in Graduate Profile Outcomes

For further information and questions on this guidance, please contact us at qualifications@toimai.nz.
	GPO
	Graduate Profile Outcome

	1
	Install, configure and maintain IT hardware, networks, systems, and software to meet organisational requirements.

	2
	Design, implement, and maintain a database solution that supports organisational outcomes.

	3
	Use an appropriate programming language, development framework(s) and tools to develop a software solution that meets defined user requirements.

	4
	Apply professional, legal, and ethical principles to inform responsible and compliant practices within IT organisations and workflows.

	5
	Communicate and collaborate effectively to define requirements, solve problems, and enhance performance in diverse IT roles and projects.

	6
	Co-ordinate an IT project to achieve successful outcomes within defined parameters such as scope, schedule and resources.

	7
	Analyse business processes and requirements to inform the design or enhancement of a digital solution that improves organisational outcomes

	For Infrastructure and Technical Support Strand

	8
	Implement and manage IT service management frameworks and provide technical support to ensure effective service delivery and optimal system performance.

	9
	Install, configure and manage networking technologies and services to support stable, secure and scalable IT infrastructure.

	10
	Perform systems administration tasks, including system configuration, monitoring, and optimisation to maintain efficient IT operations.

	For Software Development Strand

	11
	Analyse user needs and apply human-centred design principles to create intuitive and accessible software solutions.

	12
	Evaluate the usability and effectiveness of solutions through user feedback and testing to inform design improvements

	13
	Apply security and performance best practices to build reliable, secure, and efficient applications.

	For Applied Digital Technologies strand

	14
	Evaluate a broad range of digital technologies to inform and enhance organisational strategy and capability.

	15
	Design and implement digital solutions using contemporary tools and methods to meet stakeholder requirements.





Appendix: SFIA Skill Summary and GPO Mapping
	SFIA category
	Skill Name
	Skill Description
	Core 
	Infra
	SW
	App Tech

	Strategy and Architecture/Security and Privacy
	Information Security (SCTY)
	Defining and operating a framework of security controls and security management strategies.
Activities may include, but are not limited to:
· selecting and adapting security frameworks to protect confidentiality, integrity, and availability of systems.
· implementing security controls, including physical, procedural, technical, and compliance measures.
· ensuring accountability and adherence to relevant laws and standards.
· embedding secure by design principles throughout the system's lifecycle, ensuring security is integrated from the earliest design stages, through development, deployment, and into operations.
· identifying and mitigating risks in infrastructure and applications.

	1
	8, 9, 10
	13
	

	Strategy and Architecture/Strategy and Planning
	Emerging Technology Monitoring (EMRG)
	Identifying and assessing new and emerging technologies, products, services, methods and techniques.
Activities may include, but are not limited to:
· conducting regular technology landscape scans.
· evaluating potential benefits and risks of new technologies.
· preparing reports and briefings for stakeholders on emerging trends.
· recommending pilot projects or proofs of concept for promising technologies.
· collaborating with research and development (R&D) teams to explore innovative applications.
· attending industry conferences and engaging with technology vendors.
· developing frameworks for assessing technology readiness and organisational fit.
· advising on the strategic implications of adopting emerging technologies.

	
	
	
	14

	Change and Transformation/Change Analysis
	Business modelling (BSMO)
	Creating abstract or distilled models of business scenarios, representing processes, data and roles to support decision-making and analysis.
Predominantly focused on the representation of processes, roles, data, organisation and time. Models may be used to represent a subject at varying levels of detail and decomposition.
Activities may include, but are not limited to:
· gathering and analysing business requirements.
· creating visual representations of business workflows, processes and structures.
· developing and testing simulation models.
· facilitating workshops to validate and refine models.
· presenting models to stakeholders and explaining their implications.

	
	
	11, 12
	

	Change and Transformation/Change Analysis
	Requirements definition and management (REQM)
	Managing requirements through the entire delivery and operational lifecycle.
Activities may include, but are not limited to:
· eliciting and analysing requirements, both functional and non-functional.
· ensuring customer requirements, priorities and acceptance criteria are accurately captured and validated.
· organising and prioritising requirements using techniques such as, but not limited to, product roadmaps, epics, user stories and backlogs.
· specifying and validating requirements, constraints and acceptance criteria to a level that enables effective development and operations of new or changed software, systems, processes, products or services.
· negotiating trade-offs that are acceptable to key stakeholders and within budgetary, technical, regulatory and other constraints.
· adopting and adapting requirements management lifecycle models.

	7
	
	11, 12
	

	Delivery and Operation/Data and Records Operation
	Database Administration (DBAD)
	Installing, configuring, monitoring, maintaining databases and data stores, ensuring performance and security and adapting to evolving technologies.
Activities may include, but are not limited to:
· identifying and acting on automation opportunities to improve performance and value from databases, data stores and data pipelines.
· using database management system software and tools including both cloud-based and on-premises solutions.
· applying knowledge of the logical database schema.
· ensuring compliance with data privacy laws and regulations.
· designing and implementing disaster recovery, backup strategies, and security monitoring protocols.
· integrating and managing databases across hybrid environments, combining on-premises and cloud-based solutions.
· monitoring emerging database technologies and trends, including security features and vulnerabilities.

	2
	
	
	

	Delivery and Operation/Security Services
	Security Administration (SCAD)
	Manages and administers security measures, using tools and intelligence to protect assets, ensuring compliance and operational integrity.
Activities may include, but are not limited to:
· providing advice and guidance on the implementation and enforcement of security controls across all technological environments, including on-premise, cloud-based and automated systems.
· using security tools such as Security Information and Event Management (SIEM), Intrusion Detection/Prevention Systems (IDS/IPS) and firewalls, alongside the use of automation to streamline security operations.
· acting on threat intelligence to proactively address potential security threats.
· conducting routine vulnerability assessments, monitoring and analysing relevant logs, alerts and events, and responding to incidents submitted via tickets or phone.
· performing rapid analysis and remediation of security issues.
· ensuring compliance with relevant legislation, adherence to security policies and maintaining standard security operating procedures.
· keeping accurate security records and documentation.
· implementing, managing and monitoring cryptographic and certificate management activities to protect data, ensure compliance and manage cryptographic keys securely.
· using advanced reporting techniques for comprehensive security oversight and informed decision-making.

	
	9, 10
	13
	

	Delivery and Operation/Service Management
	Incident management (USUP)
	Coordinating responses to a diverse range of incidents to minimise negative impacts and quickly restore services.
Activities may include, but are not limited to:
· designing and implementing different processes and procedures for different categories of incidents including, but not limited to, major incidents, information or cybersecurity incidents, complex incidents and low impact incidents.
· establishing incident response teams or security incident response teams.
· enhancing preparedness through regular testing, training, simulations and development of incident response plans and playbooks.
· restoring service to users as quickly as possible, prioritising service continuity over permanent solutions.
· managing unplanned interruptions to a service or reductions in service quality.
· routing requests for help to appropriate functions for resolution.
· monitoring resolution activity.
· ensuring compliance with regulations and data privacy requirements .
· using automation and data-driven tools for earlier and faster incident detection and resolution.
· informing users, customers and key stakeholders of progress towards service restoration.

	
	8
	
	

	Delivery and Operation/Technology Management
	IT Infrastructure (ITOP)
	Provisioning, deploying, configuring, operating and optimising technology infrastructure across physical, virtual and cloud-based environments.
Activities may include, but are not limited to:
· provisioning and adapting infrastructure components to meet the evolving needs of users and service providers.
· managing virtual, cloud and hybrid/multi-cloud environments.
· automating tasks through scripting, coding, orchestration tools and infrastructure as code (IaC) practices.
· ensuring infrastructure security through regular updates, patch management and adherence to cybersecurity policies and established industry practices.
· monitoring infrastructure performance and its impact on efficiency, performance, security posture and sustainability.
· collaborating with development teams (DevOps).
· using containerisation technologies to enhance application deployment and scalability.
	1
	8, 9, 10
	
	

	Delivery and Operation/Technology Management
	Network Support (NTAS)
	Providing maintenance and support services for communications network
Activities may include, but are not limited to:
· monitoring network performance, investigating issues, troubleshooting and testing network devices.
· implementing and managing network security measures, including access control, authentication, encryption and intrusion detection/prevention.
· configuring and maintaining network solutions across physical, virtual and cloud environments.
· automating network support tasks using scripting, automation tools and orchestration platforms.
· creating and maintaining network documentation, including diagrams, configuration files and procedures.
· providing technical support, advice and guidance to users and collaborating with others to resolve network issues.
· analysing network performance, generating reports and presenting findings and recommendations to stakeholders.
· collaborating with others to ensure seamless integration and operation across all environments.

	
	9
	
	

	Delivery and Operation/Technology Management
	Systems Installation/Decommissioning (HSIN)
	Installing and testing, or decommissioning and removing, systems or system components.
Activities may include, but are not limited to:
· developing and following plans and instructions in accordance with agreed standards.
· adhering to established safety, security and quality standards.
· testing of hardware and software components, resolution of malfunctions and recording of results.
· documenting the details of hardware and software installed so that configuration management records can be updated.
· safe disconnection, decommissioning and removal of systems or system components.
	1
	8, 9, 10
	
	

	Development and Implementation/ Data and Analytics
	Database Design (DBDS)
	Specifying, designing and maintaining mechanisms for storing and accessing data across various environments and platforms.
Activities may include, but are not limited to:
· designing operational databases, data warehouses, data lakes, or data stores for on-premise, cloud-based, or hybrid environments.
· defining physical or virtual structures required to support applications, analytics, machine learning, business intelligence or other data-driven services.
· designing operational data stores to integrate data from multiple sources to support data pipelines and enable additional operations on the data.
· aligning designs with data architectures, enterprise architectures, standards, policies and regulations.
· considering scalability, performance, availability, recovery and other operational requirements.

	2
	
	
	

	Development and Implementation/Systems Development
	Functional testing (TEST)
	Assessing specified or unspecified functional requirements and characteristics of products, systems and services through investigation and testing.
Functional testing verifies that systems, components and interfaces deliver specific functionality, operate as intended and meet user expectations. Risk-based test planning and execution is a key aspect, focusing on identifying and mitigating risks such as functionality errors, integration failures, edge case defects, data inconsistencies and non-compliance with requirements.
Activities may include, but are not limited to:
· collaborating with stakeholders to align testing with business requirements and objectives.
· designing and adapting test cases based on requirements, including various scenarios, boundary values and edge cases.
· preparing data and configuring environments to simulate realistic use cases.
· executing tests to verify actual results align with expected outcomes.
· logging defects with detailed reproduction steps, prioritising issues and providing feedback for improvements.
· analysing results to identify patterns, assess quality and suggest system/testing enhancements.
· promoting a shift-left approach by integrating functional testing early in the lifecycle for early issue detection.
· managing, executing and automating tests, including regression and smoke tests, to improve efficiency and coverage.
· developing and maintaining scalable, reliable automated tests and frameworks to validate critical functionality and ensure continuous quality.
· ensuring compliance with industry standards, regulations and recognised good practices.

	3
	
	12
	

	Development and Implementation/Systems Development
	Network design (NTDS)
	Designing communication networks to meet business requirements, ensuring scalability, reliability, security and alignment with strategic objectives.
Network design covers all aspects of the communications infrastructure, including, but not limited to: networks that are wired or wireless, digital or analogue, virtual or physical, local area, wide area, mobile/cellular and any other defined protocols and scales of operation. In the cloud context, network design also includes designing virtual network topologies, hybrid cloud connectivity and leveraging cloud-native networking services to ensure scalability, security and performance.
Activities may include, but are not limited to:
· analysing business requirements and translating them into network design specifications.
· designing network topologies, security measures and connectivity solutions for various environments.
· defining network configurations and policies using code.
· planning for network scalability, redundancy and high availability, including in cloud-based networks.
· defining network infrastructure as code to enable automation and streamline provisioning and management.
· designing disaster recovery and business continuity solutions to ensure network resilience and minimise downtime.
· collaborating with stakeholders to ensure network designs align with business objectives and industry standards.

	
	9
	
	

	Development and Implementation/Systems Development
	Programming/Software Development (PROG)
	Developing software components to deliver value to stakeholders.
Activities may include, but are not limited to:
· identifying, creating and applying software development and security standards and processes.
· planning and designing software components.
· estimating time and effort required for software development.
· constructing, amending, and verifying software components, ensuring security is embedded.
· applying test-driven development and ensuring appropriate test coverage.
· using peer review techniques such as pair programming.
· documenting software components.
· understanding and obtaining agreement to the value of the software components to be developed.
· selecting appropriate development methods and lifecycles.
· applying recovery techniques to ensure the software being developed is not lost .
· implementing appropriate change control to software development practices.
· resolving operational problems with software and fixing bugs.

	3
	
	11
	

	Development and Implementation/User-centred Design
	User Experience Evaluation (HCEV)
	Producing design concepts and prototypes for user interactions and experiences of a product, system or service.
This skill is inclusive of a full range of user tasks not just digital tasks. The skill can be applied in various contexts, such as, but not limited to customer experience, products, services, applications, devices, learning experience and employee experience.
Activities may include, but are not limited to:
· understanding and addressing design goals, usability and accessibility requirements.
· using an iterative design process to enhance user satisfaction by improving usability and accessibility .
· designing digital and offline tasks, interactions and interfaces.
· refining designs based on user experience evaluation .
· communicating the design to those responsible for design, development and implementation of products, systems and services.
· creating design artefacts such as sketches, ideas, storyboards, static wireframes, dynamic and workable prototypes.
· developing alternative design and evaluating advantages, disadvantages, constraints and trade-offs.
· considering and integrating appropriate visual design and branding elements into user experience design.

	
	
	11
	

	Development and Implementation/User-centred Design
	User experience evaluation (USEV)
	Validating systems, products or services against user experience goals, metrics and targets.
This skill is inclusive of a full range of user tasks not just digital tasks. The skill can be applied in various contexts, such as, but not limited to customer experience, products, services, applications, devices, learning experience and employee experience.
Activities may include, but are not limited to:
· providing assurance that user stories or requirements have been met and required practice has been followed to address accessibility, usability, security, health and safety.
· applying a range of qualitative and quantitative evaluation techniques.
· selecting from lightweight/rapid techniques or more thorough and resource-intensive approaches.
· selecting appropriate use of formative or summative evaluations.
· facilitating both moderated and unmoderated tests.

	
	
	12
	

	Development and Implementation/User-centred Design
	User research (URCH)
	Identifying users' behaviours, needs and motivations using observational research methods.
This skill is inclusive of a full range of user tasks not just digital tasks. The skill can be applied in various contexts, such as, but not limited to customer experience, products, services, applications, devices, learning experience and employee experience.
Activities may include, but are not limited to:
· using ethnography, observation techniques, task analysis and other methodologies that incorporate both the social and technological context.
· quantifying different user populations and their needs.
· identifying target users and segments to maximise the chances of design success for systems, products, services or devices.
· analysing and synthesising research data to generate actionable insights.
· communicating research findings effectively to various stakeholders.
· including a range of users in research activities to capture the diversity of users' behaviours, needs and motivations
	
	
	11
	

	Relationships and Engagement/Stakeholder Management
	Customer service support (CSMG)
	Managing and operating customer service or service desk functions.
Customer service support can be managed and delivered across a variety of environments, such as physical contact centres, distributed or virtual teams, and through automated systems like chatbots or self-service portals. These functions may be applied in any customer-facing context, including but not limited to contact centres, service desks, and digital customer interaction channels.
Activities may include, but are not limited to:
· managing customer service functions and teams.
· acting as a point of contact for customers and clients.
· responding to inquiries and issues.
· handling requests for information or assistance.
· managing access to products, services, or systems.
· processing and fulfilling service requests.
· maintaining customer satisfaction.

	
	8
	
	



The Applied Digital Technologies strand has been designed to support business operations, enhance user experiences, and foster innovation across a range of sectors through the application of diverse digital technologies, including those that are emerging or evolving. Accordingly, no single SFIA skill has been exclusively mapped to GPO 15 (Design and implement digital solutions using contemporary tools and methods to meet stakeholder requirements). Instead, programmes aligned to this strand are expected to draw from relevant SFIA categories—particularly Development and Implementation, and Delivery and Operation—based on the specific focus and context of the programme. This may include combining skills across categories or incorporating areas not explicitly covered in the other strands, such as Data and Analytics or Content Management. Programme developers should reference and align their content to the SFIA framework as appropriate to their intended outcomes.
image1.png
TOI MAI

Workforce
Development
Council




